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Thank you for installing StaffCop!
StaffCop is a system for monitoring working time in an enterprise. Heads of compaies and 
network administrators who use StaffCop can monitor practically any suspicious activity on the 
local area network in real time. 

The second use of StaffCop that is still not less important is collecting statistical information 
about the fucntioning of the enterprise. This information can be used as evidence in case of IT 
accidents in the enterprise. StaffCop reports can also be used as evidence in court.

The main competitive advantages of StaffCop include 

¸ monitoring the entire IM traffic (including AIM, Yahoo, MSN), 
¸ controlling connected USB and Bluetooth devices, 
¸ periodic reports about employees' office hours in the enterprise. 

Just install monitoring agents to start working with the system. It will take almost no time. The 
program will do the rest.
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How It Works
StaffCop is a client-server application and consists of two main parts - the administrative module and agents. 

The administrative module is used to administer the entire StaffCop package. It is used to install agents over the network, 
remove them, change their properties, generate reports.

It is not recommended to use more than one administrative module in one local area network The reason for it is that the 
agent automatically deletes logs on remote computers after they are uploaded to the administrative module to save disk 
space. Thus, two administrative modules will receive different incorrect reports.

The administrative module also includes:

¸ Report Wizard
The Report Wizard is used to build reports about the use of computers by the company's employees. It can 
download logs from remote computers, save them to the administrator's computer and create reports for the 
specified time period for all employees or only for some of them.

¸ Scheduler
The scheduler is used to automatically download logs from users' computers and build reports. It works automatically 
according to the settings of the StaffCop administrative module. 

Agent It is a system service running on the user's computer. It is used to automatically collect all necessary data and to send 
it to the administrative module on request.

The agent is always active and monitors the computer activity. It should be noted that the user can neither remove nor 
disable the agent if the network is configured correctly. However, it is possible if the user has administrator rights or uses the 
administrator's account, which is actually incorrect and postentially dangerous.

Report Generation They can be generated either on request from the administrator or at certain intervals according to 
scheduled tasks. A report about users' network activity may include either complete information about their work or partial 
information. For example, you can specify some restrictions, build the report only for particular users, particular operations, 
a particular time period and so on. The report is presented in a convenient HTML form.
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Getting Started
You should correctly install the StaffCop package to be able to successfully work with it. As a rule, there are no problems 
with the administrative module. The StaffCop package automatically installs agents on the selected computers without any 
special problems in correctly configured networks.

To deploy the system in the company's network, select the "File / Add Computers" menu item and select the computers that 
should be monitored. Before you do it, note that StaffCop needs open TCP port 1091 to connect to agents - check the 
settings of your firewall! In case you have problems with the automatic installation of agents, you can install them manually. 

After you install agents and the administrative module, the system is ready to work (and we should mention that the system 
is already working since agents are run right after they are installed).

The administrative module is used to create and view reports how the staff work. It is a standalone Windows application 
where you can install and remove agents, change their properties, view their status in real time and create reports for a 
certain period of time.

Reports about monitoring computers can be very flexibly customized. They can contain the entire information or only the 
information that you need, for all or only certain agents, for the entire period or only for some days.
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Competitive Advantages
StaffCop can work both on the local area network and over the Internet. It is achieved due to the domain system of agent 
addresses. Thus, the product is perfect for large companies' distributed networks that have offices in different cities and 
even on different continents.

You can install StaffCop and forget about it. Indeed, you can install the product on the network only once and configure the 
scheduler to generate and send reports by e-mail to the administrator or business owners. 

Statistics in real time. You can find out how the employee is using the computer at any moment - a screenshot, running 
applications, sites and so on. Also, it is possible to influence the employee - send text messages, close running programs or 
open sites.

Instant feedback. StaffCop is a state-of-the-art products under extensive development and we carefully listen to all your 
requirements and comments; quickly add new features to the product and fix all detected bugs in it.

Prompt technical support by nearly all ways of communications. We always answer the phone, reply via MSN, by e-mail 
and through the ticket system of our technical support.
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System Requirements
System requirements for the administrative module:

1. Windows Vista, XP, NT, 2000, 2003; 
2. TCP port 1091 for connecting to agents on the local area network; 
3. 128 MB RAM; 
4. Pentium/AMD 400 MHz; 
5. SVGA 1024x768; 
6. Free disk space - not less than 5 MB for the program, as to downloaded logs, the requirement depends on the 

number of agents and may be 5-10 MB.  
7. Administrator rights on remote computers for batch agent installation. 

System requirements for the agent:

1. Windows XP, NT, 2000, 2003, ME, 98, 95 (a special version of the agent without some features not supported by 
these operating systems is required for Me, 98 and 95); 

2. TCP port 1091 for connecting to the administrative module; 
3. 32 MB RAM; 
4. not less than 1 MB of free space on the disk (the requirement may considerably increase if the administrator sets 

special quotas); 
5. Pentium/AMD 133 MHz.
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Main Window
The main window of the administrative module consists of two main parts - the agent list and the fields containing 
information about the current status of these agents.

The tree in the agent list (on the left) shows all agents connected to the system. The administrator can create the agent tree 
depending on the logical considerations, user groups and so on.

Each agent has an icon showing its status (enabled or disabled). A right click on the name of an agent opens its context 
menu you can use to perform the most frequent operations.

The right (main) part of the window shows the current information about the status of the selected agent. There can be 
seveal tabs opened at a time, i.e. several agents.

There are several tabs at the bottom of this part of the window where you can view different types of information: sites, 
processes, AIM/MSN, agent properties and others.

The standard items of the main window also include the main menu and the toolbar.
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